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Copyright

This document and parts thereof must not be reproduced or copied without written permission from
Hitachi Energy, and the contents thereof must not be imparted to a third party, nor used for any
unauthorized purpose.

The software and hardware described in this document is furnished under a license and may be used
or disclosed only in accordance with the terms of such license.

Trademarks

ABB is a registered trademark of ABB Asea Brown Boveri Ltd. Manufactured by/for a Hitachi Energy
company. All other brand or product names mentioned in this document may be trademarks or
registered trademarks of their respective holders.

RIA600 is manufactured by/for a Hitachi Energy company.

Warranty

Please inquire about the terms of warranty from your nearest Hitachi Energy representative.
Third Party Copyright Notices

Open SSL license

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(https://www.openssl.org/) This product includes cryptographic software written/developed by: Eric
Young (eay@cryptsoft.com) and Tim Hudson (tjh@cryptsoft.com).



Copyright (c) 1998-2016 The OpenssL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this 1ist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this 1ist of conditions and the Tollowing disclaimer in
the documentation and/or other materials provided with the
distributian.

3. All advertising materials mentioning fTeatures or use of this
software must display the following acknowledgment:
"This product includes software developed by the OpenssL PrDJECt
for use in the openssL Toolkit. (http://wew.openssl.org/)"™

4, The names "0OpenssL Toolkit™ and "OpenssL Project” must not be used to
endorse or promote products derived from this software without
prior written permission. For written permission, please contact
openss1-coredopenssl.org.

t. Products derived from this software may not be called "OpenssL™
nor may "OpenssL"™ appear in their names without prior written
permission of the OpenssL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by the OpensSL Project
for use in the OopenssL Toolkit (http://www.openssl.org/)™

THIS SOFTWARE IS PROVIDED BY THE OpenssL PROJECT ~“AS IS'' AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDIMG, BUT MOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. 1IN MO EVENT SHALL THE OpenSsL PROJECT OR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, IMCIDENTAL,
SFECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GDODS OR SERWICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEWVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARTISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVENM IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric young
(eay@cryptsoft.com). This product includes software written by Tim
Hudson (tjh@cryptsoft.com).
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Indy — Internet Direct components license and copyright

INDY - Internet Direct Component for connectivities

BSD 3-clause

http://www.indyproject.org, http://ww2.indyproject.org/License/index.en.aspx
Indy Project

Indy BSD License

Copyright

Portions of this software are Copyright (c) 1993 - 2003, Chad Z. Hower (Kudzu) and the Indy Pit
Crew - http://www.IndyProject.org/

License

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer. Redistributions in binary form must reproduce the above copyright notice, this


http://ww2.indyproject.org/License/index.en.aspx

list of conditions and the following disclaimer in the documentation, about box and/or other materials
provided with the distribution.

No personal names or organizations names associated with the Indy project may be used to endorse
or promote products derived from this software without specific prior written permission of the specific
individual or organization.

THIS SOFTWARE IS PROVIDED BY Chad Z. Hower (Kudzu) and the Indy Pit Crew "AS 1S" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.



Disclaimer

The products are designed to be connected to and to communicate information and data via a
network interface. It is the user’s sole responsibility to provide and continuously ensure a secure
connection between the product and the user’s network or any other network (as the case may be).
Additional measures should be considered for industrial protocols without secure capabilities. The
user shall establish and maintain any appropriate measures (such as but not limited to the installation
of firewalls, application of authentication measures, encryption of data, installation of anti-virus
programs, etc) to protect the product, the network, its system and the interface against any kind of
security breaches, unauthorized access, interference, intrusion, leakage and/or theft of data or
information. Hitachi Energy is not liable for damages and/or losses related to such security breaches,
any unauthorized access, interference, intrusion, leakage and/or theft of data or information.

The data, examples and diagrams in this manual are included solely for the concept or product
description and are not to be deemed as a statement of guaranteed properties. All persons
responsible for applying the equipment addressed in this manual must satisfy themselves that each
intended application is suitable and acceptable, including that any applicable safety or other
operational requirements are complied with. In particular, any risks in applications where a system
failure and/or product failure would create a risk for harm to property or persons (including but not
limited to personal injuries or death) shall be the sole responsibility of the person or entity applying
the equipment, and those so responsible are hereby requested to ensure that all measures are taken
to exclude or mitigate such risks.

This document has been carefully checked by Hitachi Energy but deviations cannot be completely
ruled out. In case any errors are detected, the reader is kindly requested to notify the manufacturer.
Other than under explicit contractual commitments, in no event shall Hitachi Energy be responsible
or liable for any loss or damage resulting from the use of this manual or the application of the
equipment.



Conformity

This product complies with the directive of the Council of the European Communities on the
approximation of the laws of the Member States relating to electromagnetic compatibility (EMC
Directive 2004/108/EC) and concerning electrical equipment for use within specified voltage limits
(Low-voltage directive 2006/95/EC). This conformity is the result of tests conducted by Hitachi
Energy in accordance with the product standard EN 60255-26 for the EMC directive, and with the
product standards EN 60255-1 and EN 60255-27 for the low voltage directive. The product is
designed in accordance with the international standards of the IEC 60255 series.
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Introduction

Section 1 Introduction
1.1 Document revision history
Document revision Date Product revision History
A 2022-07 1.5.0 First release

1.2 RIA600 general description

RIA600 is a software implementation of the IED LHMI panel. It runs on virtually any device that runs
the Windows™ operating system (for example, laptops, desktop PCs, Windows™ tablets, and so
on). It is designed to connect to IEDs using TCP/IP and shows the same information and behaves
the same way as the physical LHMI panel with a few extensions.

B RIA600 instance #1 - , X
Connect Tools Help

Events

Heasurements
Disturbance records
Settinas
Configuration

8

| Connected | 5/N:12030090

| 192.168.1.145

Figure 1: Example RIA600 instance

1.2.1 Screen fields

The RIA600 instance number is unique for each running instance, for example, RIA instance #1. The
technical key for the IED is set at PCM600. The product type and serial number of the IED are set in

Remote HMI client RIA600 3
User guide
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the factory during the production time. The IED alias name, which is shown together with the IP
address, can be set by the RIA600 user.

Download and installation

RIA600 can be downloaded from the Hitachi Energy Software library. RIA600 can be installed on any
Windows™ device of the user's choice. The platform on which RIAG600 runs will be designated simply
as device.

Depending on how the device is managed from a security perspective, a user may need an
administrator right to install and uninstall RIA600. To run RIAG00 after installing it, the user doesn't
need administrator rights.

Requirements on devices running RIA600

The installation of the RIA600, as such, consumes ~25 MB of disk space. The fonts downloaded
from IEDs connected to consume an additional ~400 kB of disk space for each IED connected to.
Finally, each running instance of RIA600 also consumes ~15 MB of main RAM.

To make all aspects of the IED menu system work properly, the device needs to support key repeat
(i.e., when pressing and holding a key for a certain time, the key gets repeated at a certain rate until
the key is released). Since not all solutions support key repeat, the issue usually only occurs with
touch screens. The function keys to the left of the RIA600 LCD will not function without key repeat,
and navigating some menus (such as the events menu) may be difficult without key repeat, while the
majority of the menu system will still be usable without key repeat. Some touch screen solutions have
settings to enable key repeat, so it is advised to read up on such facilities before selecting a device
on which to run RIA600.

Remote HMI client RIA600
User guide
© 2022 Hitachi Energy. All rights reserved
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Connection to the IED

Section 2 Connection to the IED

2.1

2.2

2.3

24

2.5

TCP-IP is used to connect to the IED, which means that the device running RIA600 must have a
network connection to the IEDs at issue. To connect to an IED, a user must know its IP address.

Any access point can be used to connect to the IED, except the front port (when you have an LHMI
panel without a RJ45 connector).

Front port is not available in the IED’s with blank front panel. By default, AP1 is
available for engineering.

Enforce enabling of IED access points

When no LHMI panel is detected on an IED, the first access point equipped with an SFP is enabled
unconditionally. This is to guarantee connectivity for external tools like RIA600 or PCM600.

Firewall considerations

The RIAB00 connects to the IED using TCP/IP port 7734. This means that any firewalls on the device
where RIA600 is running must have that port open for outbound connections. RIA600 does not open
any ports for inbound connections.

Downloading font

When the connection is established for the first time, RIA600 will download all text and symbol fonts
from the IED. The RIAB00 can then be used in the same way as a real HMI panel once the download
is complete. The downloaded fonts will be used the next time RIA600 is connected to the same IP
address, and they will be ready to use immediately.

Encryption of communication

For security reasons, the communication between the IED and the RIA600 is encrypted.But if the IED
is equipped with a real LHMI panel, it should be noted that any activity on RIA600 is visible on the
LHMI panel and vice versa. This means that if you log on to the IED, it will be possible to eavesdrop
on the entered username and password. If the IED does not have an LHMI panel, the communication
is secure and no data is leaked.

Orderly disconnect or connection loss

To change settings/parameters when users are defined, the LHMI user must login using the Login
key, or login when prompted to do so due to an attempt to change a value. This concept has not
changed with RIAG0O.

However, to avoid the risk that another RIA600 instance can take over an existing session and
transaction after logging on, the IED will treat a RIA600 disconnect as a user inactivity timeout. This
implies that when the RIA600 connection terminates, any changes made after logging on will be lost,
and the menu focus will return to the default menu.

Remote HMI client RIA600 5
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Connection to the IED

Note that this will occur when the RIA600 is orderly disconnected from the IED and when the
communication is broken for an extended period of time (for example, by taking out a network cable
or switching off some network equipment).

6 Remote HMI client RIA600
User guide
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Section 3

3.1

3.2

Usage instructions

Usage instructions

Keys

Any standard mouse or other pointing device can be used to simply click on the keys. Press and hold
the Ctrl key on the device keyboard, then click all the keys except the final one in the key chord to
take chords of keys (i.e., emulate pressing multiple keys simultaneously). Finally, release the device's
control key and click the last key in the key chord.

If the user wants to have the chord repeated infinitely, then keep the last key pressed
down after clicking it.

Keyboard hot keys

Additionally, there are hot keys (as show in the Table 1) that enable users to use the device's
keyboard instead of a pointing device.

Table 1:  Hot keys

Device keyboard key

RIA600 key

Function key F1

LCD function key 1

Function key F2

LCD function key 2

Function key F3

LCD function key 3

Function key F4

LCD function key 4

Function key F5

LCD function key 5

1 Close /1
0 Open /0
Esc ESC

Left arrow, or L Left

Up arrow, or U Up

Down, or D Down
Right arrow, or R Right
Return, or E Enter

K Logon

P Multipage
M Menu

(0] Local/Remote
Cc Clear

H Help

3.3

RIA600 instance number

Each RIA600 started gets assigned to a unique instance number, which is shown at the top of its
window. This instance number goes from 1 to 99. This means that not more than 99 instances can be
running on the same device. When starting a new RIA600 instance, it is always assigned the lowest
free instance number initially.

Remote HMI client RIA600
User guide
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All setting changes made to a RIA600 instance (for example, its position on the screen, the last IP
address used and so on) are saved persistently for each user on the device where the RIA600 is run.
The settings will be restored next time that the same RIA600 instance is started. A RIA600 can also
be started and then its instance number can be changed to the desired one, in which case all
settings for that instance are loaded.

Note that since RIA600 instance settings are stored separately for each user on each device where
the RIA600 is run, this means that:

. If two users have accounts on the same device, each user has to setup each RIA600 instance to
the user’s liking (i.e., there is no inheritance of RIA600 setups between users)

»  If the same user uses RIA600 on two different devices, even if connecting to the same IED, that
user has to setup RIA600 on both devices (i.e., there is no inheritance of RIA600 setups
between devices).

Multiple RIA600 instances

Multiple instances of RIA600 can run simultaneously on the same device. This makes it possible to
build a virtual “control room” for multiple IEDs, where LED status and other operational data (for
example, the SLD) are continuously visible.

¢ |Ea RIAGOD instance 22 — x
Connect  Tools  Help

RIAGO0 instance #1 -
Connect  Tools Help

Disturbance records
Settings
Configuration
Diagnostics

Test

Clear

Disturbance records
Settings
Configurstion
Diagnostics
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Figure 2: RIA600 instances

Remote HMI client RIA600
User guide
© 2022 Hitachi Energy. All rights reserved



1MRK 511 619-UEN Rev. A Section 3

3.5

3.5.1

3.5.2

3.6

Remote HMI client RIA600
User guide
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Recommended sequence for RIA600 customization

To get multiple RIAG600 instances to behave the way described in the Section 2, it is recommended to
follow the sequence of operations.

1. Preparations
2. Customizations

Preparations

Determine the IP addresses for the IEDs that user intend to access through RIA600 on Windows
device.

For each IP address, select a unique RIA600 instance number. The IP addresses and instance
numbers should be noted.

Customizations

For each of the IP addresses follow the specified sequence.

1. Start RIA600 and immediately use the menu: Tools /Change instance nr ... to switch instance
number to the one earlier selected for this IP address.

2. Click and drag the RIA600 instance to the correct location on your device's screen.

3. Perform the necessary RIA600 customizations like setting IED alias name, LCD LED labels,

LCD colour and so on.

Using the IP address,connect the RIA600 instance to the IED.

Close the RIAB00 instance (this saves all customizations for this RIA600 instance, including the

last IP address connected).

S

After executing this sequence for all IP addresses, the user can either start up all RIA600 instances
in sequence, or just start one RIA600 and then switch instance number to the desired one.
Regardless of the start method, each RIA600 instance will recall all customizations performed earlier,
and it will automatically connect to the IED using the most recent IP address and take up the screen
position it had when the user last closed it.

RIA600 command line support

The command line can have options that will override any parameters previously saved in order to
enable using RIA600 through, for instance, desktop shortcuts or batch files.

-ipaddess <|P address>
-instancenr [1..99]
-iedaliasname <|ED_alias_name_without_any_space_characters>

Command line example:

hmicli2.exe -ipaddress 10.1.150.4 -instancenr 17 -iedaliasname BAY2_DISTPROT

© 2022 Hitachi Energy. All rights reserved
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Options and parameters

Section 4 Options and parameters

4.1

4.2

General

In the RIAB00, a number of features can be customized.

This means that they will be switched out when the RIAG00 instance number is

ﬂ All changes to options and parameters are related to the RIA600 instance number.
changed. For more information, see Section 4.2.2.2.

Menus

421 Connect menu
To connect to an IED, click /ED and enter the IP address of the IED.
Connect  Tools  Help
IED...
Disconnect
Exit
10.1.130.4
138.227.102.233
Figure 3: Connect to an IED
4211 Certificate management
A certificate identifying the IED is made available when the user connects to it for the first time. It is
the user's responsibility to review this and select whether to accept it or reject it for the duration of
their RIAG00 session, or save it as a trusted certificate permanently. The RIA600 session is defined
as the time between when the user first start RIA600 and close it. This means that if the user
connects to an IED and accept its certificate for the duration of the session, any loss of connection
will not prompt a new certificate acceptance dialogue. However, a new prompt about the certificate
will appear if the user closes RIA600 and restarts it.
ﬂ Client certificates are neither required nor supported.
4.2.2 Tools menu
In RIA600, users can adjust a range of items, the majority of which should be self-explanatory.
Remote HMI client RIA600 1
User guide
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Options and parameters

4.2.21

12

Tools  Help
Options...

Change instance number...
Clear single instance settings...

‘ Clear all instances settings...
Reboot |[ED and enter maintenance menu...

‘ Save all labels to file...

Load all labels from file...

Figure 4: Tools menu

Options

Key repeat
Key repetition rate and the delay before key repetition can be adjusted.

Display

If the user wants RIA600 to stay on top of any other application running on their device, select the
Stay on top option. If necessary, it is possible to select a different colour for the LCD portion of the
screen, for example, to increase contrast.

The IED serial number, product type, and technical key are sent to RIA600 when it connects to an
IED to help in identifying which IED it is. To further help with identification, it is recommended to set
an IED alias name that indicates the function of the IED in the substation. This IED alias is displayed
when changing the RIA600 instance number. This option, as well as all other customizations, is
saved in the RIA600 instance persistent storage per device user and will be restored the next time
the same RIA600 instance is started by the same device user.

Connections
The default communication behaviour for each RIA600 instance is to automatically connect to the
last IED used for each instance. This is intended to simplify usage but can be disabled if desired.

If a user wants to freely connect to different IP addresses but always have a specific IP address
connected whenever a certain RIA600 instance is started, then set the parameter "IP address for
launch auto-connect" in that RIA600 instance. By doing this, the RIA600 will disregard the IP address
history and always use that same IP address when auto-connecting on startup.

If the connection is lost for any reason (for example, if the IED is power cycled), RIA600 tries to re-
connect indefinitely to restore communication. If a user wants to detect when communication has
been lost, this can be disabled (but is not recommended since re-connection then must be performed
manually).

Additionally, there are options to control how the screen looks when not having a connection for an
extended time (the IED failure screen) and whether the screen and LEDs should be cleaned if the
connection is lost.

LCD LED labels

If necessary, change the LED labels to include information about the LEDs' functions. These changes
are (as are all options and parameters) connected to the IED instance, therefore they will be
switched out if the RIA600 instance number is changed (see “Change HMI client instance” for
details). LED labels can also be saved and loaded from a file.

Remote HMI client RIA600
User guide
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4.2.2.2

42.2.3

4224

4.2.2.5

Options and parameters

Change instance number

When the user sets up multiple RIA600 instances on the same device to communicate with multiple
IEDs, the user may not want to open all RIA600s in sequence, for example, if it is only to
communicate with a specific IED. In this case, this menu entry can select the correct HMI instance
number directly. When the user presses OK in the confirmation dialogue, RIA600 loads all of the
specified instance's settings, including the window position. The user-defined IED alias name is
displayed along with the IP address in order to make it easier to identify which IP address connects
to which IED.

Clear single instance settings

See Section 4.2.2.4 for details.

Clear all instances settings

If the user has worked with a lot of IEDs, or has a dynamic setup of the device with regards to
changed displays on which RIA600s are shown, the user may need to reset a single instance or all
RIAB00 instances to their default settings and screen positions. To make sure the command is
successfully executed, all instances of RIA600 must be closed first, except the one where the user
gives this command.
The user will be prompted to accept that the client will close when settings are
cleared for a single instance (necessary to clear the settings).

Close all RIA600 instances except the one where the user entered the command
before clearing the settings for all RIA600 instances. This will ensure that the
command cleaning is successfully carried out.

Entering maintenance menu using RIA600

If the RIAG00 is connected to IED, user can enter in to maintenance menu using option Tools/
Reboot IED and enter maintenance menu. If the user gives this command, RIA600 will reboot the
IED. When the IED starts, it will enter the maintenance menu automatically with no need to press any
keys on the RIA600. Once RIA600 is connected to the IED again, the maintenance menu can then
be used in the same way as with the LHMI panel.

Advanced access rights (see manual Cyber security deployment guideline, section
Predefined user roles) before this command is executed. If the user is not logged on,
the IED will not reboot and an information dialogue will be displayed instead.

ﬂ If users are defined in the IED, then users must be logged in and also have config-

WHMain mehu

Users are defined in this IED, so
login iz required to reboot into
| the maintenance meru.

;| Required rights: Config — Advanced.

Language

Figure 5: Information dialogue

Remote HMI client RIA600 13
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If users are not defined, then there is no need to log in and anyone can execute this
command.

4.2.2.6 Save all labels to file

See Section 4.2.2.7 for details.

4.2.2.7 Load all labels from file

These menu entries intend to simplify the setup of the LCD LED labels. The suggested method for
use is to first save the labels to a file, update that file as desired, and then load the labels once more.

ﬂ Only data between quotation marks is allowed to edit in the files.

4.2.3 Help

This menu contains Remote HMI client RIA600 user guide (1MRK 511 619-UEN) and an About box
which shows the RIA600 version number.

14 Remote HMI client RIA600
User guide
© 2022 Hitachi Energy. All rights reserved



15



HITACHI

Inspire the Next

Hitachi Energy Sweden AB
Grid Automation Products
SE-721 59 Vasteras, Sweden
Phone +46 (0) 10 738 00 00

https://hitachienergy.com/protection-control Scan this QR code to visit our website

1MRK 511 619-UEN

© 2022 Hitachi Energy.
All rights reserved

®Hitachi Energy


https://hitachienergy.com/protection-control

	Table of contents
	1 Introduction
	1.1 Document revision history
	1.2 RIA600 general description
	1.2.1 Screen fields
	1.2.2 Download and installation
	1.2.2.1 Requirements on devices running RIA600



	2 Connection to the IED
	2.1 Enforce enabling of IED access points
	2.2 Firewall considerations
	2.3 Downloading font
	2.4 Encryption of communication
	2.5 Orderly disconnect or connection loss

	3 Usage instructions
	3.1 Keys
	3.2 Keyboard hot keys
	3.3 RIA600 instance number
	3.4 Multiple RIA600 instances
	3.5 Recommended sequence for RIA600 customization
	3.5.1 Preparations
	3.5.2 Customizations

	3.6 RIA600 command line support

	4 Options and parameters
	4.1 General
	4.2 Menus
	4.2.1 Connect menu
	4.2.1.1 Certificate management

	4.2.2 Tools menu
	4.2.2.1 Options
	4.2.2.2 Change instance number
	4.2.2.3 Clear single instance settings
	4.2.2.4 Clear all instances settings
	4.2.2.5 Entering maintenance menu using RIA600
	4.2.2.6 Save all labels to file
	4.2.2.7 Load all labels from file

	4.2.3 Help





